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Abstract of the contribution: The following contribution proposes a solution for the protection of MBMS subchannel control messages based on reusing the MKFC.
1 Introduction 

The issue related to the protection of MBMS subchannel control message was raised in an LS from CT1 in the previous meeting (S3-161926). During the same meeting, several protection mechanisms were presented in a discussion contribution (S3-161862). In this contribution, we recall and develop one of the alternative mechanisms.
2 Proposal

It is proposed to approve the changes below for inclusion in TR 33.880.
3 pCR 

***
BEGIN CHANGES
***

	Note to the rapporteur: All this text is new. The referred requirement is introduced in a companion contribution.


7.4.X
Solution #4.X : MKFC based protection for MBMS subchannel control messages

7.4.X.1
Overview
The keys already specified in the MCPTT security solution are described in clause 7.3.3 of TS 33.179 [3]. The solution is based on reusing one of the group specific keys, namely the MKFC, for the protection of the MBMS subchannel control messages. The other keys are either user-specific and hence cannot be used for protection of broadcast data (PCK, CSK); or they have completely a different purpose and are used on different communication channels (GMK, SPK). 

7.4.X.2
Motivating security requirements
The solution addresses security requirement [MCSEC-3.Y-1].
7.4.X.3
Solution description
This mechanism is based on using the MKFC as the protection key for the generation of the security material of SRTCP. This is because the currently specified MBMS subchannel control messages are group specific. In fact, each message includes one (and only one) MCPTT Group ID. Therefore, if a message containing a particular group ID is protected by the MKFC of that group, then only the members of the group would be able to decipher and check the integrity of the message. 

7.4.X.4
Evaluation against requirements
The solution fulfils the security requirements it is claiming to address.

On the upside, there is not much needed on the key management side since there are already procedures for the generation and distribution of the MKFC to group members. On the downside, using this key for another purpose goes against the best practises and requires care in order to achieve cryptographic separation. Furthermore, the mechanism is not future proof. For example, it would not support new types of messages that are not group specific.
***
END OF CHANGES
***
